CONTINUITY & RESILIENCE

5 Day Lead Auditor Course on Information Security Management System (ISMS) based
on ISO 27001:2022

Course description:

With the help of a number of hands-on team/individual exercises, role plays and a case study, this 5-day
instructorled 1SO 27001 Lead Auditor Training Programme enables participants to gain an in-depth and practical
understanding of the ISO 27001:2022 audit requirements. There is particular focus on audit management and
consistent report writing and the conduct of all key stages of a real life ISMS (Information Security Management
System). Interactive discussions, videos, quizzes, refreshers and continuous assessment techniques are employed
to ensure ongoing participant involvement and accelerated learning.

A certificate of successful completion of the course will be issued to those participants who complete the continuous
assessment and written examination. Participants who do not qualify in the continuous assessment or the written
examination will be given a certificate of attendance only. Training methodologies include videos, classroom
lectures and discussions on the audit process, and also individual/group exercises based on a case study/roleplays.

Information Security Management System Standard ISO 27001:2022 aims at customer satisfaction through
systematic process approach through PDCA model. The aim of this course is to provide delegates with the
knowledge and skills required to perform first, second and third-party audits of information security management
systems against ISO 27001, in accordance with ISO 19011:2018 and ISO/IEC 17021-1, as applicable

Course content:
+ IS0 27001 standards series
* Auditing Process Approach including the PDCA Cycle
* Auditing ISO 27001:2022 Standard requirements
* Auditing Information Security Management Systems Documentation
* Auditing ISO 19011:2018 standard requirements
* Auditing Roles and Responsibilities of Auditor
* Audit Planning- Audit Plan
*  Checklists, Non Conformance Reports
*  Audit Reporting
* Final Team Meeting / Follow-up
* \Verification / Audit Records
* Accreditation / Certification and Auditor Registration
* Exercises, case study etc
+ Course Examination

* Accreditation/ Certification and Auditor Registration



Learning Objectives:

Explain the purpose of an Information Security management system, of an Information Security
management system standards, of management system audit, of third party certification.

Explain the role of an auditor to plan, conduct, report and follow up an Information Security management
system audit in accordance with ISO 19011:2018 and ISO/IEC 17021-1.

Plan, conduct, report and follow up an audit of an Information Security management system to establish
conformity (or otherwise) with ISO 27001 and in accordance with ISO 19011:2018 and ISO/IEC 17021-1
where appropriate.

Who should attend:

Individuals who want to progress towards Certified ISMS Auditor status
Individuals interested in conducting first, second and third party audits
Individuals leading their companies to ISO 27001 certification

Professionals who are responsible for developing and implementing management systems based on ISO
27001:2022

IT and Security professionals

Auditors and lead auditors who are required to conduct internal/external security audits
Internal audit coordinators

Corporate or division ISMS auditors

Corporate loss control/risk managers

Certification body auditors

For further information please email us at info@coreconsulting.ae
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